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07 May 2024

NOTICE

RE: Financial Sanctions

1.

The Cayman Islands Monetary Authority ("CIMA") hereby notifies you that it has received

a new Notice from the Office of Financial Sanctions Implementation, HM Treasury
("OFSI"), which is attached as an Annex to this Notice.

What you must do:

A. In the case of an addition or amendment of a person to the Consolidated List and
asset freeze:

Check whether you maintain any accounts or hold any funds or economic
resources for the persons set out in the OFSI Notice;

Freeze any such accounts and other funds or economic resources.

Refrain from dealing with the funds or assets or making them available
(directly or indirectly) to such persons unless licensed by the Governor.

Report any findings to the Financial Reporting Authority ("FRA") at
financialsanctions@gov.ky together with any additional information that
would facilitate compliance with the relevant legislative requirements.

Provide any information concerning the frozen assets of designated persons
to the FRA at financialsanctions@gov.ky and submitting a compliance
reporting form. Information reported to FRA may be passed to other
regulatory authorities or law enforcement.

B. In the case of the removal of a person from the Consolidated List and unfreezing of

assets

Check whether you have frozen assets of any person or entity removed from
the Consolidated List and verify that the person is no longer subject to an
asset freeze.

Remove the person from your institution’s list of persons or entities subject
to financial sanction.

Un-freeze the assets of the person and where necessary re-activate all
relevant accounts.

Send advice to the person that the assets are no longer subject to an asset
freeze.
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V. Advise the FRA at financialsanctions@gov.ky of the actions taken.

3. Failure to comply with financial sanctions legislation or to seek to circumvent its provisions

is a criminal offence.

Further Information.

For general information on financial sanctions please see FRAs Industry Guidance on
targeted financial sanctions.
https://fra.gov.ky/guides-to-financial-sanctions/.

Enquiries regarding this sanctions notice should be addressed to
The Sanctions Coordinator

Financial Reporting Authority

P.O. Box 1054

Grand Cayman KY1-1102

Cayman Islands

FinancialSanctions@gov.ky

REGIME: Cyber
INDIVIDUAL

1.

Names (Last): KHOROSHEV (1): DMITRY (2): YUREYVICH (3): n/fa(4): n/a (5): n/a
Name (non-Latin): Jimurpuii IOpseBuy Xopoiues

Title: n/a

Position: n/a

A.K.A: (1) DMITRIY YUREYVICH KHOROSHEYV (2) LOCKBITSUPP

Date of Birth: 17/04/1993

Place of Birth: n/a

Nationality: Russia

Passport Number: n/a Passport Details: n/a

Address: n/a

Other Information (UK Sanctions List Ref): CYB0047 (UK Statement of Reasons): Dmitry Yureyvich
KHOROSHEV is or has been involved in relevant cyber activity in that he has been responsible for, engaged in,
provided support for or promoted the commission, planning or preparation of relevant cyber activity, or provided
technical assistance that could contribute to relevant cyber activity. In particular, KHOROSHEV has been the
primary user of the online moniker and public facing identity LockBitSupp. We assess that KHOROSHEYV is a
senior leader of the LockBit ransomware group and was centrally involved in the administration, its infrastructure
and operations. KHOROSHEV, has been a significant direct financial beneficiary of LockBit ransomware activity.
LockBit are responsible for ransomware attacks against thousands of victims around the world, including in the
UK, which have been estimated to result in billions of dollars of losses globally, impacting businesses and the
livelihoods of ordinary citizens. LockBit has conducted or enabled malicious ransomware campaigns against a
range of targets, involving actual or attempted unauthorised access to and interference with information systems
and data, activities which undermined or were intended to undermine the integrity, prosperity or security of the
United Kingdom or a country other than the United Kingdom, or directly or indirectly caused or were intended to
cause economic loss to or prejudice to the commercial interests of those affected by the activity. .

Listed On: 07/05/2024

Last Updated: 07/05/2024

Group ID: 16494
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